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Introduction

This document is compiled from contributions of a working group composed of participants
representing a wide range of government departments, agencies and other organisations. It is
intended as a framework for thinking about strategic planning for the introduction of

electronic records management to a UK government organisation.

The document sets out a structured set of elements or points, from broader to more specific,
which can act as a checklist and support for developing detailed strategic plans. The
document is intended to be supportive rather than prescriptive; each element will not be of
equal relevance or weight to every government organisation. A suggested use of the
document is to:
e assess each element for relevance to your own organisational needs for ERM

determine how this element is handled in your strategic thinking

incorporate into, and expand upon, the element in the relevant documentation

ensure co-ordination and consistency between documentation products and within

strands of strategic thinking.

The document may also be useful as a benchmark for periodic review progress and
developments, and for contributions to detailed programme planning. A ugh elements
are arranged in a broad logical structure, there is no implication that sec

follow a strict chronological order. This will vary according to the

programme planning.

The strategic framework covers:
A Developing an outline business case
B Developing a pre-implementation strategy
C Developing a change management strategy

D Developing an ERM system implementation strategy.

Participating organisations in the Invest to Save funded project work from which this
document emerged are:

* Crown Prosecution Service

® Court Service

* Ministry of Defence
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INTRODUCTION

Department for Education and Skills

Department of Health

Highways Agency

HM Treasury

Board of Inland Revenue
Medical Research Council
National Archives of Scotland
National Assembly for Wales
Northern Ireland Office
Public Record Office, NI
Scottish Executive

Scottish Parliament
Department of Trade and Industry

Treasury Solicitors Department
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A Develop an Outline Business Case

Develop a Strategic Case

® Relate ERM to the strategic context
e Organisational strategy and objectives
e Government policy imperatives
* Emphasise ERM as aspect of IM/KM

¢ Identify drivers for change

e Modernised government
e-government, e-business and e-records
Knowledge management strategies

* Legislative requirements
« Freedom of Information, Data Protection, Human Rights Act, European

Commission Directives, Public Records Acts

« Government accounting rules, Audit requirements, Finance Act, PAC
» Devolved areas legislation

¢ |[dentify business benefits
* Cross-government services and administration
» Departmental business processes
e Corporate information management
¢ Informational and knowledge-based benefits

¢ Identify key stakeholders
» Business process improvement
e [T infrastructure
» Change management
* Records management

¢ |[dentify objectives and boundaries
e Scope
e Qutcomes
» Constraints
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OUTLINE BUSINESS CASE

Develop an Economic Case

¢ |dentify appropriate options
s Adapt current systems
» Procure/develop new systems

e |dentify assessment criteria
e Carry out a SWOT analysis

e Carry out a risk analysis
» Strategic risks
e Operational risks

e Cost/benefit appraisal

e Benefits realisation
¢ Citizen benefits
e Business benefits
e Records and information management benefits
* End user benefits

Develop a Project Management case

e |dentify critical success factors

¢ Develop a risk management strategy

e Determine a business analysis and planning process

¢ Plan an implementation approach
e Pilot systems for early learning and avoidance of pitfalls
e Enterprise-wide but phased rollout
» Modular rollout (one business process at a time)
e Incremental rollout (levels of functionality implemented in stages)

¢ Business continuity planning

¢ Describe project management processes
* Roles and responsibilities
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OUTLINE BUSINESS CASE

Develop a Commercial/Financial Case

Options for procurement strategy
» Relationship to PPP/IT outsourcing
e Commercial market products

Affordability
e Stakeholder buy-in

Procurement
» Office of Government Commerce support
* Procurement regulations and best practice
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B Develop a pre-implementation
strategy

Formalise a corporate policy on ERM

® Define what constitutes a record

¢ |dentify points when an electronic document becomes an electronic record
® Define and identify ownership/custody of records

® Define roles and responsibilities across the organisation

Develop internal agreements between records management unit
and organisational units

¢ |dentify benefits for the organisational unit

¢ |dentify responsibilities for the organisational unit

Carry out an information audit

* Define objectives of audit
» Information and record objectives
» Organisational objectives

® Produce and maintain a records inventory
* Electronic
» Paper

® Develop links to appraisal strategy and file structure development

Develop an appraisal strategy

® Build on information audit

® Develop links to filing structures, business objectives

e Link review dates to review schedules for paper records
® Consider whether review dates need to change

® Consider impact of larger volume of records - e.g. e-mail

* Impact of legislation on retention/review
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PRE-IMPLEMENTATION STRATEGY

Prepare an electronic fileplan/filing structure

e Determine how far can existing filing structures be used
e Consider how well they work now
» Consider need to move to smaller file grouping units
« Consider scope for rationalisation
» Eliminate duplication
» Develop strategy for hybrid filing systems
» Linking paper records to electronic copies prior to ERM introduction
» Linking electronic records to earlier related legacy paper files
s Linking post-ERM paper records to electronic records (e.g. incoming
correspondence, non-standard documents such as large plans)
 Develop strategy for dealing with cross-cutting issues

¢ Decide on naming strategies
e Functional, structural, subject
e Thesaurus/controlled vocabulary
« Consider use for naming for File folders
« Consider use for naming for documents
s Conformance with Pan Government Category Lists
« Use of departmental thesaurus

¢ Determine metadata requirements
e Conformance with cross government metadata framework
e Records management metadata requirements
e Departmental requirements
» Method of implementation

e Determine interoperability requirements
e Conformance with e-GIF standards
» Technical and informational interfaces
e User interface standards
* Departmental system needs

e Determine corporate fileplan structuring principles
» Corporate structure not individual structures
Subject-based model
Service/Business Process-based model
Functional-based model
User models for storage and retrieval
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PRE-IMPLEMENTATION STRATEGY

e Develop retention and disposal schedules
= Investigate extent to which schedules for existing physical records can be
applied
Determine relevant business needs
Determine relevant public record needs
Consider other legislation (e.g. Fol)
Minimise review where possible

Develop a migration strategy

e Evaluation and preservation plans
e Existing electronic documents for business continuity

® Technical issues
e Current platforms and plans for change

® Legal and legislative requirements

¢ Continuing business needs

Develop a set of fundamental procedures

¢ Recommend document naming conventions
¢ Recommend document formats

® Develop E-mail policies
e Which e-mails are to be kept
» What format they should be kept in
» How messages should be composed
» How dialogues should be managed

® Manage use of shared network drives

Develop a pre-implementation training and awareness strategy

¢ Build information literacy competency for all staff
» Make all staff aware of their responsibilities and contribution

¢ Devise methods and stratagems
e Induction programmes
e In-house publications
» Best practice cards, Mouse mats
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PRE-IMPLEMENTATION STRATEGY

¢ Educating e-Champions and senior management
e Briefing sessions
* Internal contact networks
e External networks
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C Develop a change
management strategy

¢ |dentify alternatives and select approaches
e Champions/volunteers, early adopters
* Programme Office
» Corporate wide rollout

® Develop awareness of benefits
» Benefits for the organisation as a whole (“why it’s good for us all’)
 Benefits for the individual user (“why it’s good for you in particular’)

¢ Define/describe impact on working practices
* Roles and responsibilities
« Who files records and documents?
» Who maintains the folder structure?
» Describe benefits realisation
» Identify how benefits will be recognised

e Define an implementation training strategy
* |dentify groups requiring different forms of training
e Link technical training and corporate information management policy
e |dentify delivery approach
= In-house (slower, more awareness of job requirements, better future support)
« External IT trainers (faster, limited awareness of job requirements)

e Develop a communications strategy
* Awareness development and management of expectations
e Support for local planning/preparation

® Develop a user implementation package
» Training options
* Implementation/training scheduling
» Delivery scheduling for consequential upgrades
e Acceptance and signoff arrangements
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D Develop an ERM system
implementation strategy

Pre-procurement

® Develop a comprehensive scoping document
» |dentify outcomes, constraints, opportunities, synergies

¢ Identify and initiate pilot project(s)
» Evaluate software
» |dentify appropriate consultants if necessary
* Implement and review

® Review ERM policy
e Conformance with PRO requirements
e Incorporate capture policy for different document and record types
* Incorporate conclusions from information audit
e Learn from others

¢ Standards conformance
e PRO conformance
« PD0008, PD 5000 (BSI)
e BS7799

¢ Develop Terms Of Reference for full implementation strategy

Systems design

e Determine relationship and interfaces with other systems
e Departmental information systems strategy
» Records established as key consideration in systems development procedures
New e-business systems
Websites, Intranets
Briefing systems, Knowledge Network
Existing operational and standard administrative systems (personnel, finance,
estates)
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ERM SYSTEM IMPLEMENTATION STRATEGY

¢ Determine arrangements for managing structured data
» Databases and datasets, existing and newly created
» Information mapping between services, data sharing arrangements
» Maintaining historical data; database snapshots

¢ Determine metadata elements for ERMS
* Determine metadata to be captured for each folder and document
» Determine metadata that should/could be captured automatically

¢ Design and implement fileplan on selected product
* Does previous fileplan require modification?
* Does new system allow a desired simplification?

¢ Implement retention rules
» Standard retention and disposal rules
» Departmental-specific retention and disposal rules
» Agreement with PRO

¢ Implement access, retrieval and storage strategy
* Build detailed access models for security and business needs
» Electronic storage locations: centralised, distributed

e Implement appraisal/migration policy
e Plan take-on of migrated data
= Paper file management
» Existing electronic material
- Hybrid files

® Agree usage policy for ERMS and alternatives

» Policies and procedures for non-ERMS storage
» E-mail systems
» Shared network drives
« Intranets
« Collaborative and groupware systems
* Determine any constraints on storage
» Measure use
« Set limits on use
» Remove availability
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ERM SYSTEM IMPLEMENTATION STRATEGY

e Determine scanning policy
» Determine document types that will be created and remain in paper (incoming
correspondence, necessary legal documents, highly sensitive material)
e Determine document types that will be routinely scanned
¢ Determine how scanning will be organised
« Centrally or locally; specialised function or general access

e Build consideration of sustainability issues into long-term planning
» Maintaining business access over time
e Managing technology upgrades: hardware and software
* Managing storage growth and structured disposal
e Develop XML capabilities

e Build up procedures for review and transfer of historical record
» Compliant procedures
e Approved formats

IT technical issues
e Test integration and configuration
¢ Confirm final configuration

e Test network impact

¢ Determine consequential hardware upgrades (e.g. monitors, RAM)

® Run a technical pilot

® Plan technical implementation for reliability, resilience, security and disaster
recovery

 Plan detailed capture mechanisms for different document and record types

¢ Desktop rollout
» Desktop clients and standard office software
» Browser interfaces

¢ Develop a technical implementation package

¢ Plan to manage and monitor infrastructure impacts
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ERM SYSTEM IMPLEMENTATION STRATEGY

Project management issues

¢ Roles and responsibilities
e Overall programme management
» Business-led or IT/RM-led
* ERM system management
* Implementation project
» Record management

® Pilot system
e Ensure participation by end users
* Review and learn from user experience

® Formal reviews
» Plan for necessary OGC Gateway and other peer reviews
 Ensure reviews from pilot and early implementation fed back to planning
process

® Project monitoring and control
» Develop measurements, reporting structures, accountability
» Develop change control processes
 Ensure stakeholder involvement

® Post-implementation review
» Develop continuing improvement and change processes
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Summary
This toolkit is provided to help departments make an initial evaluation of the content
of their inventories of electronic record collections developed as part of the
Information Age Government strategy which requires all newly created public records
to be electronically stored and retrieved by 2004. The strategy requires departments to
undertake appropriate action to meet specific milestones at designated dates.

An earlier milestone required departments to develop an up-to-date and
comprehensive inventory of records collections by December 2000 covering any
electronic records or potential electronic records. Departments should now be
planning to meet the strategic milestone to evaluate the electronic record collections
listed in their inventories by September 2001. This toolkit has been produced to
explain what now needs to be done to meet the target.

In order to comply with the milestone departments need to evaluate the contents of

their inventories of electronic records to determine value and correct disposall, in

order to:

bring those electronic records that are valuable and still required for business and
other reasons, into a managed environment

apply a departmental digital preservation strategy to them as a part of that
managed environment.

Electronic records which are evaluated as no longer having departmental value should
be submitted for formal appraisal, in conjunction with the relevant PRO Client
Manager, to determine whether they fall within the PRO selection criteria. This should
be done before any action (or lack of action) is taken on records so identified. Records
which are brought into a managed environment at this stage will be submitted for
appraisal later, at the appropriate point in their lifecycle. No records should be
destroyed without first consulting the relevant PRO Client Manager.

This toolkit will help departments develop three main products which will facilitate

the actions listed above:

guidance for records managers on best practice in evaluating electronic record
collections recorded in departmental inventories

a schedule of electronic records listed in the inventory which should be preserved
in their current location, or migrated to a formal electronic records
management system

a schedule of electronic records to which a departmental preservation strategy must

be applied.

Successful evaluation will identify those record collections which need to be both
managed and sustained over time in order to fulfil the business and operational needs
of the organisation. If the content of a record collection falls within the Public Record
Office (PRO) selection policy, this will override all other considerations in
determining fitness for permanent preservation. Departments should contact the PRO
to confirm the status of the collection and jointly determine an appropriate timetable
for transfer.

| Disposal refers to the action that may be undertaken once the records are no longer required for operational purposes.
They can then be disposed of by deletion/destruction after an appropriate retention period to ensure the wider business
interest is supported. They may also merit permanent preservation and transfer to the PRO and will require appraisal
once disposal is deemed appropriate. The decision to preserve permanently will need to take account of the PRO

Acquisition and Disposition policies and any existing Operational Selection Policy (OSP)




The Route map and milestones to achieve electronic record management by 2004 gives

further information on the Information Age Government strategy and the milestones

towards 2004. It can be accessed on the |

http://www.pro.gov.uk/recordsmanagement/eros/ROUTE_MAP_7.pdf

This toolkit is one of a set that offers practical guidance for public record bodies so

that they are better placed to meet the 2004 target for electronic records within the
Information Age Government strategy. This states that by 2004 all newly created
public records will be electronically stored and d. The toolkits support the
work needed to meet the inte mil rnment departments

are being asked to adhere to to this targ >se milestones are ates by

which actions must to be comy

Departments were required to develop an up-to-date and comprehensive inventory of
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As well as helping departments evaluate
evaluation will be valuable for building an electronic file plan - devel g structure
and allocating disposal schedules which will be necessary in implementing full

electronic records management.




The toolkit is intended to provide guidance on best practice but not to be completely
prescriptive. Departments should determine an approach which is most appropriate for
their own circumstances. Electronic record collections listed in the inventory are
unlikely to be held by electronic record and document management systems (ERDM)
- records held in such systems will be actively managed by the software application
already. A separate toolkit will be developed covering the development of g

structures for electronic record and document management systems.

This toolkit should be used in conjunction with the guidance i

]

publications Guidance for an inventory of ele
Strategies for maintenance and preservation of electr

departments (forthcoming).
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This toolkit is designed to help Departmental Record Officers and others charged with
record management responsibilities to meet the 2004 target. There will be other
stakeholders in the organisation who will participate in the assessment of electronic
record collections, from an operational, business or IT perspective All concerned
should ensure consistency with the organisation’s corporate policy and procedures,

and general working practices.

The guidance is intended primarily for those working in central government; the
principles will also be relevant in local government and throughout the public sector.
Throughout this document the term ‘department’ should be taken to apply to any
public sector organisation, including all departments, agencies and other organisations
across government. Familiarity with the concepts of records as used in central

government is assumed.

A systematic and planned approach to the management of records within an
organisation, from the moment they are created to their ultimate disposal, ensures that
an organisation can:

generates

control both the quality and quantity of the information that it

1

maintain that information in a manner that effectively serves its needs,

Government and of the citizen

dispose of the information efficiently when it is no longer required.

The evaluation methods described in this toolkit are restricted to considering records
for continuing business value. This does not replace full appraisal, which should
always be applied to those records no longer required for departmental needs.
Additionally, it does not preclude the need to design mechanisms for structured

retention and disposal into new systems.

Effective evaluation mechanisms ensure that information is held for as long as it is
required for business or other needs, and support informed disposal. This in turn will
help departments meet their obligation under the Data Protection Act 1998 s4(4) ro
comply with the data protection principles in relation to all personal data under their
control and the requirement of the Lord Chancellor’s Code of Practice on the
Management of Records under Freedom of Information, (currently in draft version
21a, 21 June 2000) to have in place systems for managing appraisal and for recording

the disposal decisions made.




Effective management of unstructured and poorly organised material listed in the
electronic records inventory will:
help to ensure that the organisation retains the operational business information
which it needs
develop an effective corporate memory base of past decisions, actions
and outcomes

help support requirements for legal admissibility and accountability.

Evaluation of electronic record collections will (partially but not completely) help

departments meet their obligations under Fol legislation. The Lord Chancellor’s Code
of Practice on the Management of Records under Freedom of Information, (version
21a, 21 June 2000) states that:

It is particularly important under FOI that the disposal of records - which is here
defined as the point in their lifecycle when they are either transferred to an archives
or destroyed - is undertaken in accordance with clearly established policies which
have been formally adopted by authorities and which are enforced by properly
authorised staff.

In order to make their disposal policies work effectively and for those to which the
FOI Act applies to provide the information required under FOI legislation,
organisations need to have in place systems for managing appraisal and for

recording the disposal decisions made.

Data protection is subject to the overriding principle that personal data processed for
any purpose or purposes should not be kept for longer than is necessary for that
purpose or those purposes. This principle does not preclude long-term retention of
personal data for continuing operational purposes or permanent retention for archival
purposes. However, in order to meet this requirement, the issue of appropriate
retention periods has to be addressed. Identifying and applying retention periods forms
part of the evaluation process and will help departments to comply with the Data
Protection Act.

Advant : y evs:
The timeframe in which effective action to evaluate and preserve access to electronic
records can be taken is shorter than with conventional records, due to:
the pace of technological change in the systems which create, store and
access records
the instability of the media on which records are held
the danger of technological obsolescence.
Early evaluation avoids the risk of records becoming incomplete or unreliable, or
changes in information technology systems causing the loss or degradation of records,

which have not been migrated to a new system with sufficient forethought. This




evaluation should be done at the most within five years of creation of the earliest records
within a system; and ideally, an initial assessment of the records likely to be created within

a new system can be conducted at the time of system design and installation.
As with conventional records, electronic records will fall into broad categories:

many electronic records will only have an ephemeral value and will not need to be
kept in the long term
others will need to kept for legal and business reasons
some will be needed for operational reasons and the administration of
department in the longer term
a proportion will need to be safeguarded for eventual transfer to the Public
Record Office.

While ensuring that records of longer-term value are safeguarded by migration into

replacement systems, early assessment will also enable the identification of records

with only short-term value. It is desirable to avoid migrating such records to a new
system unnecessarily, offering cost savings as a return. The criteria set out in PRO
selection policies will need to be applied to any such records before irreversible
decisions are taken.

Consistent assessment of records listed in the inventory
longer-term approach to the development of retention
apply following implementation of an electronic

Where a recommendation to dispose of or destroy a record colle

this should still be formally confirmed at the appointed disposal d
original recommendation is still valid and also to determine whet
the PRO selection criteria. This will avoid destroying material w
information to the organisation has changed and where ¢

1

even permanent preservation would now be merited.

An evaluation strategy aims to:

identify and evaluate records which are organisational information assets
bring into managed control - by migrating into an EDRMS, or by subjecting to a
preservation regime under the current arrangements - those records which have

continuing or permanent value.

The first priority is to prepare a strategy. In order to develop this it is necessary to:

identify which record categories should be evaluated first, and why

develop a strategic plan which covers:

a mechanism for conducting evaluation appropriate to the circumstances in which
records are kept

a mechanism for recording and prioritising actions to be taken on the records.




The strategy should address evaluation of records from the following perspectives:

an organisational, or process-oriented perspective, primarily concerned with the
business context and operational needs of the department
a functional perspective, identifying the main business functions, activities, and
transactions which produce records
a subject, or documentation-oriented perspective, related to the thematic content
of records.

Any records, which are not required following the above evaluation will need to be

appraised against:

* the Public Record Office acquisition and selection policies, on which decisions for
permanent preservation should be based.

This process is not described in this toolkit; further guidance is available from

the PRO.

The metadata elements in departmental inventories of electronic record collections,
which describe the provenance, subject, thematic, or documentation role of the
record collections, should be used to help assess the degree to which records meet

these criteria.

Prioritising the w

An evaluation plan will include a timetable that clearly assigns responsibility for al

]
activities, and estimates the schedule for undertaking the actu

electronic record collection. The scope and complexity of this 7
organisation to another. Each task should be clearly explained with an estimate o
effort required and the completion deadline. The plan should also include a scl

of which departments and units will be consulted, by whom, and when

A checklist of the required actions together with time-scales and the identity of the
person responsible is a useful planning tool and it will also help in the monitoring of

progress against the overall target.

Where a need for additional information is identified it will be necessary to
communicate to all the data owners and users of these electronic record collections
that their help will be needed. Where necessary, senior management support should be
sought to ensure compliance, in the context of progress towards the 2004 target.

The potential benefits for ordinary users should also be identified and promulgated.
This will help make the process a valued and meaningful exercise to the staff and
managers consulted during the process, by emphasising that internal benefits will

accrue. These include:
higher quality information
better information management
more efficient and effective use of the available storage capacity

sustained accessibility to corporate information.




The toolkit Guidance for an inventory of electronic record collections provides guidance

on how to develop an inventory. It includes a table of the metadata elements required

together with a description and an explanation of their purpose. These elements should
have been captured for all listed electronic record collections and should be used to

source the information required to make an initial evaluation (see section 5).

Where an inventory is not sufficiently complete it may be possible to capture some of
the information required from the organisation’s Information Asset Register (IAR).
This register is unlikely to provide full coverage of all electronic record collections in
an organisation, and may not necessarily be up-to-date, but it will indicate which
branch of the organisation is the system owner. The data owners should be able to

provide most of the information.

Alternatively departments may be able to use their Year 2000 register to capture a base

level of information and use that to undertake the necessary research.

A further resource is the data owners and users who will often possess valid
information and insights, which may not be formally documented within the electronic

record collection.

behind the establishment of a system and may include key interpretative information.
Management of paper in preference to electronic records should be the exception not the
default. A view will need to be taken about the future disposal of related collections, to

ensure consistency and to avoid continued preservation of duplicates.

For electronic records, a document-by-document review is very time-consuming
and resource-intensive and is unlikely to be cost effective. While the contents of a
paper folder can easily be scanned through physical examination, opening and
scrolling through electronic documents is far more cumbersome, unless some
specific support for browsing has been built into the system. Evaluation of this kind
of material can be undertaken:

by the DRO working at the collection level, and with information given in

the inventory

by document originators or desk officers

with some form of software support.




The first option will be able to take advantage of information listed in the inventory of
record collections, and will be most likely to integrate well with existing records
management practices. The second option is both onerous and time consuming and it
is unlikely to be cost effective. The third option is possible but at present, most
commonly available software support is limited to simple keyword searching and
retrieval, and is unlikely to be effective beyond grouping similar titled documents
together (in which circumstances, naming conventions will clearly be useful). Free
text searching for specific terms is also a possibility but can lead to a disproportionate
and misleading number of hits if the search criteria are too broad. While more
sophisticated forms of software support - concept agents, analytical search engines,
textual visualisation tools - that may help with this area are emerging they are unlikely
to be widely available.

In evaluating electronic records collections reference should be made to the following

documents (where these exist):

* documentation on the purpose of the original system
* the original business case

* project initiation documents.

Evaluation decisions should be confirmed by the PRO Client Manager.

Evaluation of

Many electronic records listed in departmental inventories may exist with little

organisation or structure linking them together in meaningful collections or groupings.
Evaluation will therefore be difficult. This will be the case where, for instance:

electronic documents are held on a shared local network drive with little or no
systematic organisation or structure in the filing or folder hierarchy
files and folders are created directly by end users with no established naming
conventions, resulting in names that are ambiguous, mysterious or misleading
electronic documents are held in a document management system that relies upon
search technology alone to bring together sets of related records.
Poor structuring prevents the development of collections of records which can be
managed as a group, and the easy allocation of individual documents to such
collections on creation by the end user. In such circumstances much of the context of
an electronic record will be lost. If individual documents are considered in isolation
from their original context, consistent evaluation will not be possible.

Some techniques that can help evaluation at the file/directory level are:

using standard file manipulation tools to provide a basic analysis of
document characteristics

pre-sorting documents within the disk directory according to various characteristics
sorting documents by date order to help assess patterns of activity within a relevant

date range




sorting by creator application (such as text document, spreadsheet, etc) to indicate
activity that has generated particular presentational patterns
further information concerning the identity of the creator and subject matter can

also be found by examining the properties of individual documents.

Plan to conduct an evaluation of inventory contents by:

identifying the business functions that have generated the records and the IT
systems which have physically produced the records

assessing the characteristics of storage and structure

assessing the technical environment of the record collection

assessing content and use

mapping value and resource implications

determining an appropriate outcome for each electronic record collection

submitting those not required for departmental needs to formal appraisal

First, identify a core business function or other area of primary interest. Second,

identify collections of records listed in the inventory which fall within this area, and

for each collection of records:

map any record flows into and out of this collection, and to or from other
collections, using information in the inventory

identify any duplicated or related records or any subsets of the records in both
electronic and non-electronic format, and link these to decisions made on the record
collection under consideration

apply departmental business needs to assess continuing value

record the results in the inventory

where possible, apply retention and disposal scheduling to these
duplicates/subsets

consider requirements for permanent preservation, and conduct a sampling exercise
if necessary

record any future actions which need to be taken, including future migration needs.

Assessment requires:

knowledge of the business and user needs
awareness of the legal and security requirements

understanding of the context in which the records reside and the contribution they

make to the corporate memory.

A well-developed inventory of electronic record collections should provide

information for this but you should also draw upon other information where available

and approach users for knowledge where documentation is insufficient.

Characteristics of the way that records have been generated and stored which can help

to assess of the value of the records are:

authenticity - are the documents as stored the ones used in the first place?

version control - has any mechanism been used to manage the different versions of

a document and can this be preserved with the documents as a record?




audit trails - can the history of documents from creation through to archiving
be traced?

can the documents held in computer file store be mapped onto a corporate records
structure, possibly as represented by paper based registered files?

has only one copy of a document been preserved in each case and, if not, can the
primary version readily be identified?

has the designed file structure been adhered to or are files distributed in an
idiosyncratic fashion?

have features been used such as dynamic dates that might undermine the value of
the documents as records?

an initial indication of the degree to which the records can be said to be actively managed

and to what extent the records possess a logical or formal information structure.

Little or no records management High degree of records management

Structured records Records collections
with low degree of formal demonstrating centrally approved
records management structures and naming conventions
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Fig. 1: Mapping records structure against records management
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Record collections that fall into the bottom left hand box of the matrix above will
comprise documents that have very little structure and a low level of records management.

An example of this would be:

* a shared drive where documents are saved without any order or folder structure.

Such collections may be unlikely to merit retention by the organisation beyond 1 to 2

years but the business roles they service require clarification before a recommendation is

made for retention or disposal.

The bottom right hand box of the matrix should list collections with little structure but a

marked degree of record management. An example of this would be:

electronic documents or e-mails held in a structure, which need not necessarily be in a
hierarchical arrangement but could use a thesaurus of concepts or functional terms. They
may demonstrate a consistent indexing structure, which allows for consistency in
information access and retrieval: for example, by removing the need to anticipate and

search on all keywords, which may have been used by the record creators.

Such collections will need careful consideration as although there may be little structure
the content may be of greater significance to the organisation than might appear to be the
case if the assessment was based solely on the presence of a hierarchical structure. The
business purposes served by these records will need careful examination before the

retention period is determined.




The top left hand box will indicate collections with a high degree of structure but little

formal records management in terms of nomenclature or retention schedules.

Examples of these include:

 databases with a high degree of structure and documentation or where they exist
electronic documents held in a proprietary electronic document management
system (EDM).

Such collections may well merit retention for a longer period as they represent a

corporate resource and some of the databases may merit permanent preservation.

Records which fall into the top right hand box will show a high degree of structure and
a clear degree of formal records management in terms of the naming conventions,

types of document saved and access permissions. An example of this would be:

a shared drive dedicated to a particular group of users, where the folder names may
reflect corporate filing systems or an alternative system agreed with the DRO. Such
drives will often have centrally agreed filing policies and access permissions such
as the use of read only attributes to prevent casual deletion. They may also

demonstrate centrally approved naming conventions for documents and e-mails.

Such collections have a high probable need for continued retention and maintenance

by the organisation as they represent a corporate resource.

The technical environment of the record collections will need to be assessed, as a
decision to maintain the records within a preservation regime, migrate them into a
managed EDRMS, or to defer disposal for a scheduled period will have technical and

procedural consequences. Valuable records need to be safeguarded and reliably

&

accessible until they are no longer required or transferred to an archive such as the PRO.

The questions that need to be asked at this point are

» what hardware platform is required to access the record?
what software application is required to access the record?
what are the software formats?
what are the technical consequences of continued retention?

what options exist for migration to a standard format?

Mapping the position of each record collection on the matrix on page 13 will
determine which record collections are considered to be both managed and to possess
some degree of internal structure. The following questions should be asked relating to
content and use:
what is the provenance of these records - who created them and for what purpose?
which parts of the organisation, in addition to the creator, have used them
subsequently and why?
what are the legal and operational requirements, which must be satisfied by record
keeping for the business activity to which these records relate?
are there any other electronic records that should be kept for accountability or other

specific reasons, which are related to these records?




are there any related paper records, in hybrid electronic/paper collections, which
should be treated alongside these electronic records?

are the records in this collection created (in whole or part) by information flows
from another source?

do the records in this collection contribute (in whole or part) to the information
contained in records in another collection?

what are the relationships within and between these records and other record series?
what are the perceived purposes of the creator/data owner, which would be served
by long-term preservation of the records?

what security classifications, caveats and other constraints on access apply?

For each department, the appropriate balance between these (and other more
specialised) aspects will vary according to the local situation. Much can be gained,
working within the resources available, by drawing on systems portfolios, business
information systems charts and procedure manuals to develop an understanding of the

roles and relationships of electronic record collections.

Mapping value and resource implications
One way of making an initial assessment of a record collection is to identify both its

current value to the business and the related resource requirements needed to sustain
it. Sections 5.6 and 5.7 provide a method to evaluate both the value of the collection
and the resource implications of maintaining it. This process produces a pattern or
information profile, which can help provide an indicative assessment of the status of a

record collection.

The tables on pages 17 to 18 and 20 provide a step by step mapping process for each
electronic record collection based on a valuation of each record collection and
attributable resource requirements. The tables are intended as a framework to identify
assessment factors which are relevant to an individual set of electronic records; they
do not provide a simple answer, but will help to make evident the choices in balancing

conflicting aspects in any particular case.

The valuation of a record collection is based on its content and business use and the
relationships it may possess with other records. Resource implications are attributed

according to prevailing access and technical constraints.

The guidance in sections 5.6 and 5.7 can only provide an indication of the likely status
of each record collection. Clearly if a collection is critical to the business of the
organisation but the resource implications are very high this collection will need
further review and may be a candidate for urgent migration to a more appropriate
software and hardware platform.

In using this process DROs will need to take account of the operational and legal
context within which their organisation operates. Before determining the disposal
decision they should first consult with the PRO Client Manager.




Departments need to establish whether they have a continuing operational need for the

records. In doing this they need to consider not only immediate, short-term need, but
also longer-term accountability and legal issues, for example the need to explain why

the department took a particular decision.

A record collection’s relationship with other records is also a factor which can increase
or decrease the value of the records to the department. When used in combination with
other records the value of a collection may increase. The collection might also
duplicate or overlap with another collection of records in such a way that the
department only needs to keep one of the collections e.g. an electronic and a paper set
of committee minutes and papers, or a collection of raw data and a report generated
from it.

When considering the value of a record collection, departments should draw on the
information identified above. Table 1 and 2 which follow are intended to assist
department in identifying the value of the records by giving a focus to these
considerations. Table I looks at:

e Content and business use which identifies the value of the material based on the
record collection alone

and Table 2 looks at:

* Relationship with other records which assesses the material in the context of other,
related records

Annex A sets out how the metadata elements in the inventory of electronic records

relate to the questions asked in Tables I and 2.

To establish the value of a collection of electronic records, the department should look

at the pattern of responses to the questions asked in Tables 1 and 2. A medium or a
high response to any of questions 1-5 constitutes strong grounds for preserving the
records for the duration of that need provided that the resource implications are not
excessive (see section 5.7). Records consistently rated as low/very low are either not
required for continuing business purposes or are likely to merit preservation for a short

period of time e.g. 1-2 years.

All electronic record collections not required for continuing business purposes must be
appraised by the DRO to determine if the records should be selected for permanent
preservation and transfer to the PRO in accordance with the PRO’s Acquisition and

Disposition Policies.
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maintain an existing record collection. Table 3 below is designed to help departments
undertake this process by clarifying the overall resource requirement of continuing to
maintain an individual record collection.

~

By completing Table 3 departments will be able to compare the value of the records to
the business, established at section 5.6, with the resources required to maintain them.
Extended or indefinite storage of electronic records does incur significant overheads

and recommendations either to dispose of or retain an individual collection will be

informed by this cost.

The table provides for a Yes/No answer. There is also scope to add comment where

necessary. However if Yes is an appropriate answer there is provision to add a
erc

entage figure in the column alongside to help quantify the resource requirement.

p
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Acquisition and Disposition policies to determine whether they should be permanently
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Manager when taking such decisions.




Are these documents subject to security

classification and/or protective markings?

Are these documents subject to other

operational access controls?

Should the documents be reviewed

for sensitivity?

Are these records accessible via the

current hardware / software platform?

If accessed via their current platform
will the records continue to be accessible
on this platform for the short term?

(1 to 2 years)

If accessed via their current platform
will the records continue to be accessible
on this platform for the medium term

(3 to 5 years)

What percentage of the records require
migration in the short terms (1 to 2 years)

to a different physical format to retain access?

What percentage of the records require
migration in the medium terms (3 to 5 years)
to a different physical format to retain access?
Are there specific difficulties in migration
due to e.g. proprietary formats, non-standard
design structures?

Should the records be sampled to verify

technical decisions?




During the records evaluation process the DRO should identify those categories of

records whose value to the organisation can be reasonably predicted. This will include:

» those that require retention for a specified period for business needs, or on
legal grounds

« all other records not required to be retained for business purposes.

Final disposal should always be subject to confirmation by the DRO in order to

validate the original recommendation in case the retention period either requires

lengthening or changing to permanent preservation.

The evaluation process described here is more limited in scope, aiming to identify

those records which should be brought under managed control. A more formal records

appraisal may need to be applied within this managed environment at a later date.

Having obtained an indicative valuation by using the table in section 5 the

recommendation, where any action other than sustained maintenance is indicated,

should be confirmed with the PRO Client Manager. The users should also be advised

in case other considerations need to be taken into account before the decision

is confirmed.

Two possible outcomes may flow from the first category: records required for

continuing business needs. These are:

* maintain in the current location for a defined period

¢ plan to migrate into a formal EDRM system

Maintain in current
Include outcomes in the inventory information and take planned measures to ensure
preservation and continued access for the period required. Establish a retention period and
disposal action at the end of this period. These will comprise one of the following actions:
Destroy at end of period
Review. Review will result in one of:
- retain for xx period, then review/destroy
- destroy now
- retain for permanent preservation

This decision may be subject to further appraisal in due course.

Migrate to future EDR
Include outcomes in the inventory information and take planned measures to ensure
preservation and continued access in the interim period before migration. Plan to map
records in this category from the inventory to future electronic file plan categories as

these are developed (including allocation of retention schedules).




Assess all material which falls into this category for permanent preservation and
transfer to the PRO

If the contents of a record collection fall within the PRO selection policy, this will

override all other considerations in determining fitness for permanent preservation
are these electronic records likely to have long-term evidential value?

are these electronic records likely to have future research value, bearing in mind the

collection themes of the PRO selection policies?

does an operational selection policy (OSP) exist which applies to this category

of records?

The Public Record Office Acquisition and Disposition Policies provide a strategic
framework on which to base decisions to select records for permanent preservation.
Further information on the application of these policies and the role of the DRO is
given in Section 7.

Where they exist, departments will also have recourse to Operational Selection
Policies (OSP). These describe how the overall acquisitions policy relates to the
records of departments and agencies in detail, and they apply equally to electronic

records as well as to conventional paper records.

In certain circumstances, appraisal of legacy systems may lead to an early transfer of
electronic records into the Public Record Office for managed preservation, to avoid
subsequent problems typically associated with old computer systems - that is, records
in obsolete formats and lacking in documentation. Material, which falls into this
category, will be difficult and expensive to migrate - if they remain readable at all - and
may be lost to the public record. An early physical transfer to the PRO will not, in

itself, affect the timescales controlling release of records to the public.

If retention prior to permanent preservation by the PRO or another archive is
recommended establish a period for which the records will need to be retained in the
department. If immediate destruction is recommended, identify and establish an

appropriate destruction procedure.

Where retention is recommended it will be necessary to determine the appropriate

preservation strategy to ensure the continued accessibility of the records. For guidance
on appropriate preservation regimes see the forthcoming companion toolkit Strategies

for maintenance and preservation of electronic records.

Electronic records of continuing value will need to be migrated through successive
upgrades of hardware and software retaining the full content and context. The
appropriate approach will depend on the preservation options available within the
department. Whichever approach is chosen it must provide for the continued
accessibility of the record in a reliable form. The migration should include the records
themselves together with record metadata, and any other contextual information,

which affects the meaningfulness of the records and their relationship to each other.




The actual migration will be subject to a department’s preservation strategy and it
should be carried out in such a way as to maintain and demonstrate the authenticity and
integrity of the electronic records themselves. Planning of such migration activities will
provide the DRO with an opportunity to re-appraise the decisions on retention in those
categories where only an initial disposal has been possible. This will reduce the

likelihood of an unnecessary migration of records, which will later be destroyed.

It is recommended that the dates for the migration cycle proposed in the department’s
preservation plan are also additional check points for the future re-appraisal of the

retained record collections.

As in best practice with paper records the users of such an electronic record-keeping
system need to be aware that electronic records should not be kept longer than the
official approved retention period; and that once allocated to an appropriate category,
they will inherit the scheduling characteristics of that category. If users determine that
the recommended retention period is inappropriate because, for example, the material
is cited as a record of a precedent this should be communicated to the DRO and the
original recommendation can then be reviewed.

Docume

Documenting the appraisal process should conform to the guidance given at section

4.4 of the Records Management standard Documentation of Records Work.

The management of all corporate records should be subject to corporate rules and
procedures, and electronic records are no exception to this; they should be organised,
maintained, stored and protected according to this discipline. They may only be
disposed of in accordance with established procedures and time-scales identified in
departmental record management manuals and disposal schedules. It is impractical in
most cases to adopt a document level approach and normally decisions would be made
on groups of records (folders) or even on groups of folders. The decisions, once made,

must be documented and preserved with the records themselves.

Resour
Role of P

The Public Record Office (PRO), operating under the Public Records Acts 1958 and
1967, is responsible for safeguarding the public records and ensuring the selection of
those worthy of preservation; for acquiring and preserving the records which ought to
be kept; and for providing access to, and for encouraging and promoting the use of,

the records.




electronic records to plan future action; it is not intended to be a comprehensive guide
to appraising electronic records for lasting historical value. Criteria for selecting
records for historical purposes can be found in the PRO’s acquisition and disposition
policies and in the more detailed operational selection policies. No records should be
destroyed without reference to these documents and all records no longer required for
business purposes are subject to the formal appraisal process to determine whether
they fall within the PRO selection criteria.

The PRO provides advice and guidance to government departments and other public
records bodies on its preferred approach to the selection of public records for
permanent preservation. This guidance is set out in its acquisition and disposition
policies. The acquisition policy sets out the values guiding the selection of public
records for preservation by the Public Record Office. The disposition policy is a
statement of principles for making decisions to offer public records to an archival
institution other than the PRO. Together the two documents provide a comprehensive
framework for the long-term distribution of selected and presented public records. The
acquisition policy is available on the PRO’s web-site at:

http://www.pro.gov.uk/recordsmanagement/acquisition/intro.htm
the disposition policy is available at
http://www.pro.gov.uk/recordsmanagement/dispositionpolicy/dispositionintro.htm

The application of these policies, together with any existing operational selection
policies (OSP), extends to all public records irrespective of the physical medium. The
appraisal of electronic records is subject to these policies as are any related records held

on paper. Evaluation of electronic records has to be measured against these policies.

The acquisition and disposition policies are implemented through the development of
operational selection policies, which are detailed statements of appraisal plans as they
apply to certain departments or to categories of records which are to be found in more
than one department. Operational selection policies are developed by the PRO,
working with departments and, where appropriate, in consultation with places of

deposit and other archival institutions.

These policies articulate how the overall acquisitions policy bears on the records of
departments and agencies in detail, and apply equally to electronic records as to
conventional paper records. These should be taken account of when linking disposition

schedules to a category of electronic record, or an element of the corporate filing plan.

In cases of doubt, the DRO should consult their PRO Client Manager.

Where an OSP has been approved departments should refer to this document before

determining the appraisal of their electronic record collections.




Selection and disposal of departmental records is the responsibility of the departments
themselves. The PRO is responsible for coordinating the arrangements and for
supervising the way in which they are carried out by departments. This principle is

given statutory force by sections 3(1) and 3(2) of the Public Records Act 1958.

DROs must devise, promulgate, monitor and keep under review procedures

intended to:

» secure the destruction of electronic records no longer required and the preservation of
such records to be selected without review by means of retention and destruction lists.
* subject other electronic records to review to establish whether it has continuing

value for administrative, legal or research purposes.

Subject to the guidance and supervision of the PRO, the evaluation and appraisal of
departmental records remains the responsibility of the DROs and their staff. The PRO
sets the standards for the selection or rejection of records for permanent preservation.
Appraisal recommendations are then submitted to the PRO Client Manager for
approval. In order to discharge this function for electronic record collections the role
of the operational managers and “data owners” is especially important as they are best
placed to explain the context in which these records are held and their relationship to
the business of the organisation. They should also be best equipped to advise on the

technical requirements that continued maintenance of the records will require.
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The PRO Client Managers should be consulted both during the planning and the

implementation of the evaluation exercise. Electronic records which are evaluated as
no longer having departmental value should then be submitted for formal appraisal, in
conjunction with the relevant PRO Client Manager, to determine whether they
within the PRO selection criteria. This should be done before any action (or lac
action) is taken on records so identified. Records which are brought into a manayg
environment at this stage will be submitted for appraisal later, at the appropriate point
in their lifecycle. No records should be destroyed without first consulting the relevant

PRO Client Manager.

The PRO client managers are responsible for guiding, supervising and coordinating the
appraisal process in government departments in accordance with the Public Records

I

Acts and the record management standards published by the Public Record Office.

Their role in the appraisal of electronic records is to ensure all relevant information
was available before appraisal decisions were made and that they conform with the
relevant statutes and standards. They will guide DROs through the process and
confirm the validity of the appraisal recommendations before formally approving the

disposition of the records.

Role of the Rec ,
The Records Review Panel is an internal PRO body, which ensures there is consistency
across government in the decisions taken to select public records for permanent

preservation. Records selection issues are brought to the panel by PRO client managers.
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Section One:
What is the purpose of this toolkit?

This toolkit describes good practice for the management of electronic documents in an
operating environment typical of many government departments and agencies — using
the MS Office 95/97 application suite and MS Exchange/Outlook on a Local Area
Network — with organisation-wide e-mail and shared network drives, but without the

assistance of any more specialised document or records management software.

It is not a substitute for full electronic and document records management (EDRM).
It should be used to prepare for full EDRM by introducing guidance, rules and
procedures for the creation, organisation and sharing of electronic documents which
may or may not be printed and filed as formal records. The toolkit asks the question:
“What can we start doing now to improve current practice?” and proposes some

answers as a good first step in the transition.

Staff are using office software and e-mail to create and exchange electronic
documents; but the organisation is attempting to manage these documents as
corporate records in a paper format, with a general ‘print to paper’ policy for any
document or e-mail which relates to departmental business.

Unfortunately, on the one hand, documents are often not actually printed and placed

on a paper file, because this is seen as increasingly burdensome by the end user at
the desktop.

On the other hand, the electronic version of the document is not consistently
managed either; documents may be stored unpredictably in a variety of locations

and under varying names, and with no guarantee of lasting access or accuracy.

The toolkit suggests some areas where good practice can be developed, but it is not
completely prescriptive in defining what these should be. A particular operating
environment, established ways of working, and other factors, will influence decisions
on those areas that are the most important to address, and those where practical
outcomes can actually be achieved, in any specific department or agency. The toolkit
is intended for the records or information manager to use in developing a statement of
best practice for their own organisation; it is not in itself a statement of best practice

that can be passed directly on to end users.

Section 1 covers:

the nature and purpose of this toolkit

the reasons why action is worthwhile
the audience, scope and outcomes

the relationship to the 2004 target.




Section 2 covers: ‘
e practical steps that can be taken in influencing the creation and filing of
electronic documents
basic methods for managing e-mail messages
shared network drives

organised filing structures for electronic material.

Section 3 covers:
« stakeholders that will need to be consulted in taking this approach forward
* prioritising the parts of the organisation to tackle first

* developing commitment and expertise at the local level.

Relation to 2004
This toolkit supports achievement of those milestones given in the 2004 route map
which deal with issues of bringing existing electronic documents and records under
managed control. It aims to:
provide mechanisms for the better management of existing material identified as
important by the inventory and appraisal strategy
help feed information into the strategic plan and detailed requirements for corporate
electronic records management
map out links with paper records that will be needed in constructing an
electronic fileplan
help determine appropriate policy and guidance for electronic document and
records management (EDRM)
support and encourage changes in end users habits, practices, and understanding
that any successful EDRM implementation will require.

Is it worth the effort {
The move towards fully integrated electronic working methods, and the consequent
need for fully integrated electronic records management, will inevitably involve many
changes in approach, practices, attitudes and behaviour — for both end users and for
records and information managers — that will be vital for success. One simple answer
to the question “Why is it worth bothering with all this now?” is that these changes
will have to take place in any case, in the longer term; and it is better to start the

process early and in a controlled manner than to be forced by circumstance.

The case For
» Practical developments can be achieved now to deliver rapid improvements in
the quality and reliability of documents and records, for both current business
and long-term corporate memory.

A business case for electronic records management can be developed from a
practical base, and within the context of document and information management.
The profile of records managers within the organisation as the responsible role
for delivering those benefits can be made explicit.

* Other legislative drivers, such as Freedom of Information, will require all kinds
of information to be recognised and managed, including both paper and
electronic copies of records even where paper files are kept conscientiously; as
well as documents that may not have been classified as corporate records.

These will only be achieved in the longer term by promoting good habits and
practices in the end user community.




The case Against
 Improving local conditions for information and record access may be detrimental
to the achievement of organisation-wide records management in the long term by
making the move from local to corporate control appear to offer less ‘value for
money’ once there is an evident improvement at the local level.

* A direct move from little or no control to corporate level electronic records
management may seem more attractive.

» The introduction of intermediate stages that are not carefully thought out may
introduce extra complexities for migration of records and procedures, and confuse
the end user in the long term.

The extent to which an individual organisation will draw on the proposals in this toolkit
will depend on its own situation, relationships with other electronic initiatives, and its

strategy for achieving 2004, for example where good practices are being introduced:

* in preparation for an already identified solution

» where a longer-term solution is not yet identified

In general, the current recommended good practice for major projects in a government I'T
environment is to take a modular and/or incremental approach wherever possible, to
improve control and lower project risk.

The key point is to recognise that the transition to full electronic document and records
management is a wider programme which must start from the situation the organisation
is currently in, and is more than the implementation of a piece of software. This toolkit

describes one approach which can be taken in the early part of that transition.

O P

This toolkit supports the achievement of the 2004 target by focusing on actions and

activities that can be initiated now — prior to the implementation of full EDRM systems,

software and procedures.
The toolkit aims to support two general purposes:

* developing good habits and user practices in the creation and organisation of
documents, as a platform for the introduction of more formal document and record
management software in the medium term

 taking initial steps in the development of electronic records management control,
working from a base within the current information architecture.

The toolkit identifies common ground between records management and information
management — areas where relatively minor developments in practice and procedures can
benefit both. Good practice in managing information, at the personal, workgroup and
corporate level, will support good records management, and vice versa. Toolkit users
should identify those areas in which smaller changes can be leveraged to greater overall
benefit. The toolkit is not intended to be completely prescriptive, and it is certainly
possible to put into practice some but not all of the measures described. It is more
important to be clear, cogent and consistent in promoting good practice to end users than

to be completely comprehensive.




2.1.1

2.2

Electronic documents and records

Over time, the toolkit will be supported by examples and case studies of challenges
and successes in actual practice, both through the medium of RM Forum (the

Community of Practice for government record managers) and by other publications

from the Public Record Office. In addition, the toolkit itself will be updated to reflect

this growing practical knowledge from time to time.

Audience

The toolkit is primarily addressed to records managers in government and to others,
such as information managers or IT managers, who have records management
responsibilities. It assumes a reasonable level of general IT and information literacy,
including a broad familiarity with standard office software and an e-mail client; it does

not assume a specialist IT knowledge or familiarity with ‘back office’ software.

Software

The toolkit assumes use of MS Office 95 or MS Office 97 office application suite, and
MS Exchange client or MS Outlook 97/98 for e-mail messaging, running under
Windows 95/98 or Windows NT4. The specific examples given may not always be

transferable to other software environments.

This toolkit does not cover the additional issues stemming from use of MS Office 2000
/ Windows 2000 / Exchange 2000 operating environment, in particular those relating
to the management of electronic documents and records in Intranets and Websites —

this will be addressed in a separate publication.

Many electronic documents are produced in the course of departmental
business, with varying degrees of value and longevity. These can be in various
versions — working documents, draft documents, finalised documents — and
formats: conventional text-based documents, e-mail messages taking the place
of memos or phone calls, e-mails commenting on attached text documents;
spreadsheets, multi-media documents, linked and embedded documents. In this
toolkit, the term ‘document’ refers to any digital object commonly found in
office systems: spreadsheets, word processed files, discrete databases, and
presentations are examples.

Not all documents will acquire the status of formal records, but it is of course
important to ensure those that should do, do so and are managed as such. In
practice, there is not always a clear distinction made between electronic
documents and electronic records, because of a growing gap between record-
creating and record-keeping technologies. As people become more used to
working electronically, the gap between the documents which a user creates
and the records which are managed widens: because users do not ‘print and
file’ documents systematically: because of the difficulty of printing some types;
because they mean to but forget; because they are inconsistent, and so on.

This toolkit is aimed at those electronic documents which are more formal and
that would be expected to be kept as records in one form or another, narrowing
the gap by better management of all these documents whether declared as a
formal record copy or not. Some may have a paper equivalent, some perhaps
should have but do not. In the medium term, we will expect to manage all this
material in electronic form in any case.




There are three main products which can be produced from this toolkit:

guidance on best practice in managing electronic documents, for end users
contribution to plans for moving to full electronic records management across
the organisation

contribution to a strategy for culture change, moving towards thinking and
working electronically.

The toolkit is for use in producing guidance for end users. This should be expressed in
the terms understandable in a familiar work environment, and provide concise, practical
and clear procedures to follow, aiming to help users easily to identify the right actions to
be taken in commonly recognised situations. It should set out roles and responsibilities

in terms which can be understood by, and are meaningful to, the end user.

All best practice documentation must be consistent with all relevant corporate policy
documents, particularly the corporate policy on electronic records. It is particularly
important that any ‘print to paper’ policy is clear and unambiguous; changes to this

policy should establish precise conditions for its operation.

This toolkit will assist planning the introduction of full electronic records management

by 2004 by:

using the inventory of electronic record collections to identify and prioritise
collections that should be brought into a more managed environment using methods
from this toolkit

developing document collections which may be candidates for migration into a
managed ERMS, or which at least provide compatible legacy data

supporting an analysis of the structure and nature of documents that are actually
being produced in the electronic environment, rather than those typically produced
in a paper environment

feeding into the strategic planning for EDRM, guiding decisions on implementation
such as: which areas to address first, which are most receptive, and which give the
best examples to follow?

ontribution to cultt

Practical application of the steps set out in Section 2 of this toolkit have potential for

enabling the cultural change process by:
initiating or strengthening change in habits and perceptions in the end
user population
encouraging the sharing of documents, and demonstrating the value-added and
business benefits of high quality corporate level information
demonstrating to the individual the value of better personal organisation in creating
and capturing documents and records
supporting the convergence of electronic records management with information and
knowledge management systems.




Section Two:

What practical steps can be taken?
Section summary

This section deals with some specific steps towards good practice that can be

developed within the typical local network / shared drive environment assumed by this

toolkit. While the specific practices that are appropriate for any particular organisation

will vary, and will themselves develop and extend over time, the general principles are

constant. The aim is to establish practices which support a better corporate

organisation of electronic documents and records, and which the end user will find

helpful in organising their own work and their interaction with documents produced

by others.

In deciding which methods to introduce to the organisation, identify and consider

steps which:

are consistent with the strategy for introducing electronic records management, and
which prepare the ground for this

will be most successful in achieving rapid results, and which work well together to
greater overall effect

will build commitment from end users and business managers.

A useful model for thinking about the best point to apply good practice is referred to

throughout this section:

corporate workspace, which contains formal corporate documents that are shared
across all, or a significant part, of the organisation

workgroup workspace, which contains operational documents in use by a
workteam, and which are shared at least between that team

personal workspace, which contains documents that are (at present) only of interest
to the individual.

A document — for example, a text document or e-mail — will usually move between

different workspaces during its lifecycle.

This section covers:

naming conventions for documents and folders
document metadata, templates and formats
managing e-mail

shared network drives

building corporate filing structures

Naming conventions: documents and folders

Summary: naming conventions

at a basic level, use standard forms of names and avoid redundancy
develop standard ways of ordering elements in more complex titles
establish standard ways to identify document versions

apply consistent conventions to both document and folder titles
keep conventions as simple as possible and easy to use




Naming conventions are standard rules to be applied to documents, and to electronic

folders that contain these documents, in order to enforce consistency in the form of

name and in the words and phrases used. Essentially, naming conventions have two

related functions:

* bringing related items together under a common label — such as for a folder or set
of documents

* distinguishing similar items by naming in a consistent, logical and predictable way.

In the context of this document, the term folder refers to a Windows operating system
folder unless otherwise specified.

Rules for naming documents and folders should be kept simple and clear, so that they
can easily be introduced and followed. It is preferable to compromise on a broader
approach that can be clearly understood and remembered, than a more detailed and

sophisticated structure that is less likely to be used in actual practice.

The value of naming conventions lies in the few simple rules that take away the burden
of decision and encourage consistent practice. Naming rules should follow the same
logic and consistency across different types of items, following the same pattern for
similar situations — so that, once learned, the user can reasonably predict how it will

apply in a new situation.

Conventions for naming electronic documents should be co-ordinated with those for
naming folders, so that a document title does not contain unnecessary general
information already present in the folder in which it is filed: for example the name of

a project or organisational division.

Standard terms and forms of name should be used wherever it is sensible to do so. In
particular, this can apply to:

* names of organisations and people

* names of projects and activities

* logical document types.

At this basic level, names should consist of sensible, short phrases. Proper names

should always use either the full form of the name or the acronym.

Example of rules for standard name forms
* use GSI not Government Secure Intranet, or

use Government Secure Intranet not GSI
use e-government not electronic government

use standard common terms across units, such as: budgets; progress report

Logical document types should also use standard terms. It is usually not necessary to
repeat information in the document title which is already available from the directory
display. The physical form of a document is held in the file extension, or displayed as

a directory icon, and the date of creation/modification is also available.




Example of rules for standard terms for document types

* use these standard terms for: agénda; report; letter; project schedule; minutes

* do not use initial terms such as Presentation on ... in a title because physical

types such as a PowerPoint presentation are already held as .ppt in the
directory display

* do not use the document creator’s name in the title — a signed letter, for

example, will give this information in the content.

3.2 Structurec
The naming convention approach can be developed into a more detailed structuring
system for the individual elements of document titles. The general principle is to
identify the logical aspects of a document type, and to list these in the most effective

order for access, rather than to use a looser ‘narrative’ form.

Examples are:

Examples of structured titles for documents
* consistently structure personal names in surname, forename order

» arrange document titles which reflect organisational structure in reverse
hierarchical order (most specific first) as in Training Unit: Personnel, but do not
repeat elements already in the folder title in which the document will be filed

¢ where a date is necessary in the document or folder title, order the elements so
that they display chronologically, for example in a YYYYMMDD pattern;
months spelled alphabetically do not file in chronological order

* for standard document types, combine elements of a title to give the most useful

information first, bearing in mind the folder structure and titling; for example,

for a letter: topic — recipient — letter type.

Document titles should contain enough information to identify them if they become

detached from the correct folder — a large number of documents entitled 2000-04 Minutes ‘

is not helpful. Naming conventions should aim to strike the right balance between:

* brevity: keeping titles short; and usability: usefully describing the content

* specificity: using very precise terms; and collocation: grouping under broad headings

that will assist effective management and retrieval.
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Consistent naming rules can link different versions of the same document, by
including a version number as part of the title. This will also help to provide an audit
trail for future tracking of document development; but does depend for success on
disciplined use and careful tracking of versions. There is a danger of inconsistency if
a document version is updated separately by different users without co-ordination, so

that varying versions may exist each with different parts, but neither with all, of the

full updated content. Well-developed and robust procedures are important for control

of document versions in a multi-user environment.



The document name, and not the document extension, should be used to indicate the
version number. Use of document extensions for version control will immensely
complicate the mapping of document extensions to applications that can read them,
creating a complex management overhead and the potential for conflict with later

applications which may expect to use already allocated file extensions.

Example of version control information

Show document versions by structuring the title as:

<document name> - <version number>- <draft/final>.extension
as in:

Managing electronic documents - 0.4 - draft.doc

A common method for version control numbering is to use the ordinal number
(1, 2, 3, etc) for major version changes and the decimal number for minor
changes, as in:

ver: 0.5; ver. 1.0; ver. 2.7

A version 1.0 normally denotes a first document version given wider
circulation — a document moving from personal to corporate workspace.

Footer information in documents is also useful for showing version
information, and the location of equivalent paper documents.

Folder titles

Naming principles can be applied to folders. Two ways in which this can be done are:

 using standard terms for themes and activities which recur across the organisation:
for example, project organisation structures that are common despite differences in
project focus
using consistent logical labels to describe business activities and functions which
are common across an organisation.

Standard folder titling can be applied at:
the corporate level, applying organisation-wide rules
the workgroup level, where more specialised rules reflecting local conditions may
be appropriate
the personal level, to assist the individual with organising and developing working
documents.

Standard folder titling may be developed into a structure which aims to mirror

appropriate parts of the established paper filing structure, where this is desirable. This

approach is dealt with in section 6.2 and 6.3.

Use of a thesaurus

A thesaurus is a structured list of preferred terms arranged in a logical relationships

with each other, more formal than a simple list of keywords. Many new information

management initiatives tend to make use of standard structured terminology. Where a
department or agency has established use of a standard or specialist thesaurus,
consider using these preferred terms in folder titles. It may be helpful to develop
stronger links with other information and knowledge management initiatives, such as
the Knowledge Network Research Online system (which is located at
http://www.knowledgenetwork.gsi.gov.uk).
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There are many potential metadata characteristics and template features that can be

used in the MS Office application suite. Only a few of these can sensibly be put into

practice in most government environments, unsupported by sophisticated EDRM

systems. This section deals only with those which may be the most useful.

Document properties

Most standard Windows applications contain some form of Properties area, which
contains a set of fields that can be filled in as metadata, either by hand or automatically

by the software application.

Example of Document Properties dialogue

[Intial Findings v0.1

box in Word 97

l

In this example, the Author and Organisation fields are

[Stephen Harties

filled automatically from information accessible to the

[Public Record Dffice

application; other fields can be filled in for individual
documents at the time of creation or further editing.

The Document Properties box can be set to appear

automatically on first saving the document (and can also

simply be dismissed by pressing the Cancel button).

Cancel I Apply j

Some advantages of using Properties are:

» standard key metadata terms accompany the document at all times

 support for document history tracking (although the level may be quite detailed)

 support for later migration to an EDRMS which is capable of capturing metadata
from document properties information (many cannot do this).

Some disadvantages are:

¢ more work for the end user
 potentially misleading metadata where document production is shared: for example,
where the Author field takes the last named editor, but the Organisation field
remains the same
in practice, no-one may bother to use the metadata gathered in this way effectively.
Though attractive at first sight, use of the Properties facility should always be well
thought through and carefully justified — ask the question: “why is this metadata

necessary and what use will it be put to?”

Standard templates

Templates can be designed as basic standard forms for document types such as: letters,
memos, requests, reports. They will:

ensure a greater level of consistency in document (and record) production

enable documents which should be kept as corporate records to be more

readily identified

support a closer integration of document production with line-of-business operations.




4.3

N

Example of standard template settings

It is not feasible to attempt to design templates for every identified document .

type, or to construct variants for different folders. Only those document types
which are in common use across the whole organisation should be candidates for

a standard template.

While the design of more specialised templates will depend on the nature of the
document type and the business activity which it supports, there are some basic
features which can be used for all types of document. Some of these features can be
incorporated into the basic template for all documents generated by an application:

» headers can show a title taken from the Title field of the Properties
* header or footer can show organisational unit or workteam
* footers can show pathname, version number, and various forms of date.

In MS applications, it is possible to insert a generic date field which can be updated
automatically by the application. These are convenient when used carefully, but will
provide false information if used indiscriminately, particularly where different types of

date are not clearly labelled and identified.

Example of dynamic dates

A Date of Saving field is updated each time the action takes place, and may be
confused with other types of date. Use of these fields in a template should
always be preceded by an appropriate phrase, as in:

Last edited on: {SAVEDATE}

so that its use for tracking edited versions is made clear, appearing in the
document as:

Last edited on: 07/11/00

Use of a {Today’s Date} field which is dynamically updated is not recommended

Where more than one version of a particular software application is in use, the physical
format in which documents are saved should be defined. It is always preferable to limit
the number of formats as far as possible, so that current access and future migration
problems are reduced.
The basic options are:
» Standardise on a single application version when one is in use across the whole
organisation to provide complete access.
For example use MS Word 97 to save all documents in the current .doc format.

Legacy documents will probably need to be migrated to a future application version
at some point.

Standardise on an exchange format, when multiple application versions are in use.

For example, use the Microsoft version of RTF, by saving all corporate documents
in a .rtf format (which the application can be set to do automatically). These
documents will be accessible by different application versions (e.g. MS Word 97 and
MS Word 95) and by other word processors; but some formatting information may
be lost in certain circumstances.



» Standardise on a distribution format, where documents are finalised and will not
be changed in content.

For example, a PDF rendition has the advantage of making documents effectively
read-only, but requires the necessary Acrobat software to produce the rendition.
This option is unlikely to be cost-effective for a large number of direct users, and
will depend on some form of centralised or clustered storing function.

Standardise on an Internet format, where an Intranet is the main distribution
channel, supported by good document control facilities.

For example, an HTML format makes the documents very widely accessible through
a standard browser; but Office 97 products are unsophisticated at producing html
renditions, the html syntax may contain proprietary elements, and it is harder to
control document versions.

Where it is desirable to include the contents of one document in another — for example,
to include the contents of a spreadsheet in a text document - embed the content rather
than using dynamic linking. While the latter approach will give a more up-to-date view
of the information, it is extremely difficult to capture and manage changing versions
of the document effectively over time.

If dynamic linking is unavoidable to provide up-to-date operational information,
take a copy of the document at significant points of change and retain as a formal

document version.

Summary: e-mail

 develop policies clarifying which e-mails should be kép{ :
 develop procedures for managing messages within the e-mail system

» extend procedures to include use of shared drive folders when feasible
develop guidance for managing e-mail composition and dialogues
help individuals to manage their own mailbox

E-mail messages should always be treated as potential corporate records of the
organisation. More and more departmental business is conducted by e-mail, replacing
the conventional memo and, increasingly, the formal letter. Valuable material will be

lost if e-mail is not managed in some way; but this can be difficult to do because:

e-mail is not a simple record series, but a mechanism for transmission, so an e-mail
system cannot be scheduled in its entirety

retention depends on the content and context of the message, and is different for
different messages sent or received by the same user, which must be treated separately

essentially, e-mail is an individual channel, and is managed by the end user, or not at all.




There are three main approaches to managing e-mail records without the support of ‘
EDRM software:
* by a ‘print-to-paper’ policy — but this tends to work even less well than with word
processed documents
* by managing within the e-mail system

* by saving messages to a shared drive.

Each approached is discussed below in more detail.

51 E-mail us

Develop clear policies to guide users on which types of e-mail message should be

retained in the medium to longer term. These should cover:

* which messages a user sends that should be retained

» which messages a user receives that should be retained

* which dialogues should be recorded

» where drafts should be retained

* requirements for access to all these types of messages.

In addition, organisational policies should emphasise:

* an assumption that any e-mail message relating to departmental business may be
kept as a record

* care in composing and expressing content

* expectations of privacy

* avoidance of inappropriate content.

The types of folders within an e-mail system follow the three-level workspace model
described in the section summary for this section:
personal folders are limited to individual access only, and cannot constitute a
corporate record
shared folders are a workteam space, where messages within an organisational unit
can be stored and shared

public folders are equivalent to corporate space.

The aim is to encourage users to store messages appropriately in one of these three
areas. To be successful, the co-operation of the individual in regularly moving relevant
messages from the personal mailbox to shared or public folders is required. Guidance

should therefore always stress the benefits to the individual as well as the organisation.
Advantages of managing messages within the e-mail system are:

* all metadata relevant to the record is captured and preserved
* within a manageable environment

 with built-in filtering and deletion facilities available.




There are some disadvantages:

e-mail messages are not integrated with other relevant documents or records in one
structure

so that parallel filing structures will develop, potentially including an individual’s
personal folder structure

in addition, deletion does not ensure destruction, since the e-mail will be retained
on back-ups.

Although probably not the ideal solution in the long term, this approach will provide

valuable groundwork for the move to corporate level EDRM, by establishing good

habits and practices in individual and team handling of e-mail as well as demonstrating

the value of well-organised records.

The option of saving messages to a shared drive has the advantage of bringing

together all documents and messages relevant to a theme or activity in the same

folder, and making this available for corporate access. It is, therefore, closer to the

way in which e-mail messages would be managed in a full EDRMS. Unfortunately,

the process of manually saving to a shared drive is rather cumbersome. This option

L

Messages can be saved in various formats:

Message formats:

User guidance will be needed on the appropriate save
format and method to use:

would be best suited to a user population which has already developed good practices

in handling e-mail.

when to use the Save as ... command and when to Save attachments
separately. Where any significant information is contained in the body text of
the e-mail itself, both the message and any attachments should be saved
together in one operation.

a .msg format is convenient for use within the Outlook environment, but is
proprietary and may be difficult to migrate over time

a .rtf format is a (fairly) standard exchange format, which will embed any
attachments within the message body, but will usually take a greater amount
of disk space

use of a .html format is not recommended here.

transmission data, showing fields such as date of sending and receipt,
recipients, subject title, should always be saved with the message text

messages should not be saved to a shared corporate drive in any
encrypted formats.

5.4 Creating and replying to messages

User guidance on the composition of e-mail messages should cover:

rules for addressing to main recipients and to c.c. recipients
message length and use of attachments

managing dialogues

use of categories and labelling.




54.1 Addressing
The basic rules for responsibility in filing an e-mail message are:
* the sender files a message sent within the organisation
 the recipient files a message sent from outside the organisation

* recipients marked as c.c. do not need to file the message.

Example of rules for addressing messages

* Limit main recipients to those who are expected to take action or decisions
based on the message content.

* Add c.c. recipients for information only.

* Use the ‘reply to all’ function with care, balancing open communication
against message overload — consider the recipient.

* Avoid sending global messages to all users — post on an Intranet or Public
Folders instead.

Consider whether e-mail is the appropriate channel to communicate this message.

There are two broad approaches to the use of e-mail for formal business:
using the e-mail purely as a wrapper for the substantive text, which is contained in
an attached document, so that only the document need be saved
composing longer text messages, which contain the text directly; the message itself
is kept as a record.
The former approach requires management of the native document over time, and is
unwieldy in many situations. The latter has the advantage that the mes

text based, and is easier for the user to produce.

The most appropriate form to use will vary according to the nature of the
communication, but it is often better to encourage direct use of e-mail where
appropriate, rather than extensive use of attachments — and this format is easier to

maintain over time.

E-mail messaging is an unstructured medium which will tend to become disorderly
and tangled unless guided by disciplined procedures. Confused e-mail threads and
much repetition of previous message text in dialogues will produce confused and
repetitious records. Disjointed replies and the use of embedded messages are also

sources of poor structure that are difficult to manage.

Examples of rules for managing dialogues
» Use clear and descriptive subject lines

 Indicate if no reply is needed

* Do not re-send attachments with a reply unless necessary.

» Resist the tendency to drift away from the precise topic of a thread of discussion
by introducing material on an unrelated topic.

* Do not bundle together several topics in one physical e-mail. It is better to
create separate messages for separate topics, in the same way that a text
document should have a single central focus.




» The organisation should consider making a business rule on the use of reply
with original text feature. The two options are:

to turn off the reply with original text feature, so that each sent message
contains the text of the reply only; and should (if it is a significant message)
be saved as a separate record

to include previous text in replies, and identify a significant point at which the
whole dialogue is saved as a record in one physical message — often, though,
it can be hard to identify this point until some time has elapsed.

Do not reply by annotating the original text at various points — it is better to
group all reply text together in one place.

Do not embed earlier e-mail messages within the current e-mail messages,
since this makes the physical object difficult to file and manage.

544 Use of categorisation al
MS Outlook contains a Master Category list of category terms, which can be attached
as labels to an individual e-mail message. The standard terms can be adapted by
adding and removing terms from the list. These terms can be used to identify
categories of messages which should be handled in particular ways.
Categorisation can be used to:

 help the individual manage and respond to their e-mail at a personal level

* help to identify important messages that should be filed, from ephemeral messages

that should not.

Example of use
of categories
A list of terms such as:

€ Census web pages Wed 16/04/2001 ...

S o - Vb idan s g e s § Semell 'or Dccision, For Information,
" bt ems e el Dircctive, Personal can be

@ Inbox

easily constructed.

Terms added to a message by
the sender will be displayed
in the recipient’s mailbox

(as long as the appropriate
current view is set up).

Other message options that can be set to help
distinguish important and unimportant material are:
Sensitivity level — Normal, Private, and Confidential;
and Expiry date — after which display of the
message will be struck through.




Managing the InBox

User guidance on managing a personal mailbox should cover:

* the value-added benefits of structuring any personal folders within the individual
mailbox to be consistent with folder structures used to store documents in both

personal and corporate workspace drives

This will help to integrate different filing structures at the logical level, and is a useful
step towards integration at the physical level; as well as introducing personal

information management disciplines.

* the need to delete messages and working copies, where these have been saved into

a corporate filespace and are no longer of local interest.

This will help to ensure that in the longer term, duplicate copies of information items
are destroyed — important for managing freedom of information — and to reduce the

likelihood of alternate versions arising.

* the potential for automatically routing incoming and outgoing mail to nominated
folders, using the InBox Assistant, where standard types of message can be pre-
determined according to characteristics recognisable to MS Outlook.

This can help to build structured sets of

Apply rules in the Following order

records, but should only be used with

New
M
D

material that can reliably be identified by
Modify. e
= metadata characteristics.
Delete

Rule des: n (click on an underlined value to edit it):

Apply t
whei

Cancel ‘ Options |

» caveats on using the auto-archiving facility, which automatically archives

(i.e. removes from the InBox) messages after a set period — to be used with care!

Use of shared network drives

Summary: shared drives
e encourage ‘publish and point’ rather than multiple duplication
* develop logical and useful filing structures for shared drives
develop common terminology and links to the paper filing systems
establish control over folder creation
consider use of electronic zero files

develop ‘good housekeeping’ for synchronising and deleting documents




This section deals with the use of shared drives for managing corporate documents. In
most local area network architectures, network drives appear to the user as various
logical drives, typically arranged as:
* a corporate-wide shared drive, containing documents relevant to the whole
organisation
a branch, or divisional shared drive, containing documents relevant to a single
organisational unit
a personal drive (for example, a P: or U: drive), containing documents relevant only
to the individual.
In all cases, it will be necessary to identify clear and acceptable use policies for all
three categories of drive. Good practices in managing electronic documents should be
initiated in both the user workspace and the corporate space — good practice starts with

the individual.

Publish and point
A publish and point policy is a method of controlling the duplication of a document
which is being widely circulated. Instead of attaching the document to an e-mail
message, which gives each recipient an individual copy, a read-only version of the
document is placed on a shared drive — published — and a pointer or shortcut is e-
mailed to alert intended recipients. Recipients can then retrieve the document from the
shared drive as required.
This policy will:
help to encourage a culture of sharing documents, within a forum and as an
organisational resource, rather than as individually owned items
encourage users to think more carefully about the most appropriate method for
publishing information to recipients and to treat these consistently as formal
corporate documents
reduce keeping of multiple working copies in the folders of many individuals.
A publish and point policy will tend to decrease the requirements for individual
document storage, but increase the need for network bandwidth by generating more

traffic from common storage.

Filing structures

Where there is a significant number of electronic documents stored on a shared
network drive, a basic general filing structure should be established. Where a division
or branch (and any project—based structures) has specific filing structures, these should

gent

aim to conform to the principles of a general filing structure to prevent diver
practices and application.
Basic filing structure on shared drives should
 use simple but logical structures which meet the needs of both the organisation and
the users
not use individual names or position titles for directory or folder names
use names which identify logical elements, such as business functions and activities
or theme: sub-theme relationships

have an established responsibility for creating and naming folders.




While the need for good filing structures in a shared network drive is primary, end
users should also be encouraged to use consistent filing structures in their own group
and personal workspaces. This will help with the co-ordination between working
papers and formal finalised documents, and will ease retrieval and access across all

workspaces for the individual.

Common terminology

Use of a common terminology is essential to integration; planning the use of shared

drives should be done in conjunction with thinking about naming conventions, as

described in section 3.

¢ work towards consistent use of common terminology across all departments

and units of the whole organisation
develop formal liaison mechanisms between those responsible for records at the
local level to establish and enforce these conventions

where feasible, make terminology in the shared network folder structure
consistent with terminology in the paper filing system

make links with entries in the inventory of record collections.

Relating to paper filing system
The organisation of a shared network drive can usually be made to reflect the paper
filing structure so that electronic documents are stored in a manner compatible with
their paper counterparts. This may be achievable by building a hierarchical ‘folder

within folder’ structure using Windows, to simulate the structure of a paper fileplan.
Some considerations are:

there is little point in building a paper-based structure in electronic folder form
which is not working well in the paper environment; and in most cases, a formal
move towards implementation of EDRM will probably require some re-thinking of
the approach and structure which is most appropriate for the new environment
electronic structures tend to be broader and flatter — have less depth — than their
paper counterparts; it is important to control the number of levels to retain usability;
carefully consider the categories and terminology used at higher levels — in general,
more than about 4/5 levels to a hierarchy can quickly become confusing and
cumbersome

alphabetical folder titles are generally more usable (in the electronic environment)
than numerical fileplan / classification reference numbers and using both together
will produce very long folder titles

paper filing systems tend to use longer names than are comfortable in a Windows
environment, resulting in file directory displays where the relevant, lowest part of
the hierarchy is off-screen and not visible; in these circumstances it is also possible,
when the full pathway of a document is constructed, to exceed the limit with which
a software application can deal and thereby render the document apparently
unusable.




Control over folder creation
Where the folder structure on shared drives is formalised in this way, clearly set out
rights and responsibilities for folder creation and, where this is restricted, allocate
these to specific roles. Consider:
the extent to which a formal link to paper filing control systems, and the information
which they contain (such as retention and disposal information) is desirable
the role of local records officers in maintaining electronic filing structures
the extent to which workgroups are able to create electronic folders themselves

mechanisms for guiding and controlling the use of terminology.

Use of Zero files
A Zero file is a file which contains metadata about a series of folders, recording
common information about that series, including its history, retention and
disposal, opening and closing dates, and relationships to other record series. A
zero file is sometimes used in paper filing systems, and can be adapted to the
electronic environment. Potential uses include:
* as a link to the entry in the inventory of record collections for a set of
electronic folders
as an updateable link to parallel paper series structures, to maintain
integrated control, whether the electronic or paper version is considered to be
the formal record copy

recording any access restrictions
identifying users who are responsible owners

retention beyond the life of the electronic folders, to document actions taken on
the material (important for Freedom of Information)

Balancing drive

Gradual extending records management disciplines to the shared network drive
environment will eventually involve decisions on technological support platforms and
network bandwidth; complementary technical policies and procedures will need to be
developed. Consideration should be given to:
the risks of lost documents in a shared network environment, where more reliability
is expected
the need to provide back-up and (perhaps) mirrored storage
the implications of shared storage for network traffic and bandwidth requirements
clear identification of material that should be entrusted to a shared drive and
material that should be entrusted to the non-shared environment (and therefore

printed to paper).

The move to full EDRM will require decisions on these kinds of issues in any case.




Disposing of documents

In all cases, ‘good housekeeping’ of both shared and personal drives is essential to
maintaining long-term viability, removing material which should no longer be kept,
whether classed as document or record. Since good management in this semi-
structured environment depends largely on the application of developed procedures
and is not supported by corporate-wide document management software systems,
some duplication and redundancy will probably be necessary to ensure good access for
business purposes. Guidance should aim to reduce this to the right balance for the

organisation — excess redundancy also works against usable access.
Guidance is needed for removing:

» unnecessary duplicates of final documents
» working copies which are no longer required

e documents which have no continuing value.

Users of local drives and personal areas of a network drive should also be encouraged
to perform basic housekeeping. Regular use of the Windows Explorer Find facility for
documents created and modified in a given period of time, will help ensure that locally
held files are deleted or copied to the relevant shared drive as appropriate. Local drives

should not be used for long-term storage of corporate level documents.

Laptops a
Laptop and handheld computers are now widely used, at all levels of an organisation.
These can cause particular difficulties when used in conjunction with a standard
desktop PC, where documents are duplicated for working on in a different location.
Lack of proper procedures may result in documents existing in different and

potentially conflicting versions; it is particularly important to

* maintain a working structure on a laptop which is consistent with that visible from

the main desktop machine
develop a disciplined approach to updating document versions

nominate a single storage location for documents in development, to hold the

primary version and later updates.

File synchronisation facilities such as Windows Briefcase, which keep track of changes to
particular files, can help to manage this duplication, as long as use of the facility is clearly
understood. Windows is not designed as a robust medium for handling file conflicts, and will
not substitute for sound agreed working procedures, particularly where several members of

a workteam are working on the same documents.

A similar synchronisation facility is often used with MS Outlook and MS Exchange to
synchronise folders in a local copy of an e-mail mailbox held on a laptop, with the same
recipient’s primary network mailbox. Many people use this facility to create and reply to e-
mails using the local laptop copy, that are later uploaded to the main mailbox for despatch.
The synchronisation facility harmonises changes in both main and local mailbox versions.
Potential difficulties can arise where two separate copies — local and main copy — of a
message have been separately edited producing conflicting versions. Careful following of a
procedure to ensure that all local changes have been uploaded to the main mailbox before

editing existing main mailbox versions will minimise potential replication conflicts.




Secure shared drive
A secure record drive is a shared network drive which has been configured in such a
way as to prevent the amendment or unauthorised deletion of documents which have
been saved to the secure drive. With such a mechanism, organisations may feel able to
treat the electronic documents stored in this way as the formal corporate record, even
though a paper copy may also exist. Where this is the case, they should be stored

within a separate structure from electronic documents which are not treated as

corporate records; with clear definition of who has the right to add to, or delete from,

the drive.
Use a separate logical hard drive with read-only settings to prevent any changes
being made to documents which have been saved to the drive.

Users should be able to read and create documents, but not be given edit rights to
existing documents.

Ensure appropriate back-up and recovery procedures, and maintain the necessary
level of access security at the operating system level.
Assess the criteria and risks involved in this approach and clearly identify the types
of document which it may be acceptable to manage in this way; a secure drive does
not provide the same level of assurance as a fully managed EDRMS.
Departments and agencies should be aware that, although this method can provide
reasonable sound storage of documents in the short term, there may be problems with
migrating the material to a full EDRMS in due course. The Windows directory
structure does not easily provide document and folder level metadata that will support
a structured migration to an EDRM system; and although migration can be achieved

it may be a relatively expensive process.

oen

The shared drive areas where corporate documents are made available should be

capable of control by read/write permissions and by password control. Password

control will enable control of user access to certain documents, either by:

* saving the document with password control if the application software supports this
(as for example MS Word does) and copying the documents to the drive in this form

 placing password control on the entire logical drive.

This may provide some basic access control, but the method has limitations:
application software password control is not particularly sophisticated
circulating a password to a number of different people is inherently insecure
in a read-only drive, the document cannot be easily changed to amend or remove the
password, because it is tightly bound with the contents.

In practice, documents containing any sensitive or classified information should

probably not normally be stored on a secure shared drive.
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Section 3:

How to start putti

Summary: practical steps
* identify and consult all relevant stakeholders
¢ consider the impact on business and IT management
* prioritise key areas where results can be achieved
* develop local experience and commitment

This section deals with:

» consulting the range of stakeholders
 prioritising and planning

» developing local expertise.

Although the topics covered here are of primary interest to records and information

managers, there are a range of stakeholders who will have an interest in the areas

covered in this toolkit:
several aspects involve the use of technical resources — in particular drawing on
network resource — which are resource elements within the corporate IT infrastructure
the implications for creating, organising and using information may have an impact
on working practices and the way business processes are carried out
end users will need to be engaged from a personal perspective because success
depends on compliant behaviour which cannot be policed.

All these groups will need to be consulted in developing practical working procedures, and

may need to be drawn directly into the process of development at the appropriate point.

Corporate and local IT staff and network administrators will need to be involved with

decisions which have implications for:

network infrastructure and network bandwidth
provision of drives, servers and back-up mechanisms
configuration of back office software

configuration of operating systems

configuration and provision of desktop applications.

Business managers will be concerned about the implications for:

the application of business rules
the development of procedures and the effect on the business processes
the implications for operational practice

the information needs of operational staff.




End users are primarily concerned with the earlier parts of the document lifecycle:
creation and operational use. This is the main group which needs to be convinced of
the value in following good practices as outlined in this toolkit, by demonstrating:
the value of managing documents at the personal level, making information easier
to find and reducing information overload
the responsibilities in creating and capturing organisational information
the advantages of establishing a custodian for certain types of document —
e.g. project documentation
the advantages of maintaining co-ordinated or integrated filing structures, for
example, between e-mail folders, personal drive folders and shared network folders.

Except in the very smallest organisations, it is unlikely that the measures described
here can be put into place across the whole organisation in one process. Initially,

significant effort will need to be put into:

» establishing over-arching corporate level policies and standards (which should be

transferable to the full EDRM environment)

building local commitment and agreement from users to putting these measures into

practice
developing local expertise through training and organisation.

A strategy for building commitment across the organisation is to identify key priority
areas that will provide high profile examples to encourage others to follow, and that
offer a platform for developing transferable policies and procedures. Such a phased
approach will enable proper consideration to be given to local conditions within a

corporate context.

In identifying key target areas, consider:

the need to tackle key business processes and transactions which are important for
accountability, for example: the interactions between policy advisors; primary line-
of-business processes
the feasibility of establishing good practices in these areas, including the internal
political issues
the relative enthusiasm of end users in putting measures into practice
the type of documents which are generated, and the technological environment in
current use
the ability to generate ‘quick wins’ with most effective use of effort.
At the level of the whole organisation, consistent corporate level standards should be
developed as a framework for local implementation, including:

» guidance on what types of document should be kept in a formal manner as corporate

information and records

agreement on quality standards




clear co-ordination with the existing ‘print to paper’ policy to guard against loss of

paper records where these are still required, whilst taking forward the electronic agenda

consistent strategies on the larger questions, such as a risk analysis of the use of shared

network drive filing structures for the storage of authentic corporate documents.

Local and central records
In extending central principles to local branches, there needs to be a clear
understanding on the implications of adopting wider corporate policies and standards,
and of the relative roles and responsibilities. Local agreement will need to be
established branch by branch; within this process, there may be scope for

incorporating more specialised branch and workgroup standards.

Once the scope and purpose is understood and agreed with staff, such local agreements
should be formalised and published locally, on an Intranet or similar mechanism.
A document which explains the local benefits on offer by agreeing to follow the practices
outlined, and the responsibilities inherent in doing so, is one mechanism that can be used

— sometimes this is called an Offer document because it shows what is on offer.

Local document/reco
Where possible, establish local document/records advisor or business records officers,
who have responsibility for setting up and maintaining local filing structures and
acting as local centres of expertise. This role requires:
a sound understanding of business objectives, corporate records policies and
procedures
knowledge of the office systems and software in general use
responsibility for ensuring security and access
the ability to create and maintain directories in a shared network space, and to
maintain and review working procedures and naming conventions
the ability to promote good practice to users.
It will be essential to ensure that these local officers build and retain strong links with
corporate records management structures and with broader information management

strategies.

Workgroup mentors

Workgroup mentors are end users who have acknowledged best practice skills and can

act as initial points of advice for their colleagues, and as localised channels for
promoting cultural change in the end user population as a whole. A good strategy for
establishing best practice in managing documents will encourage peer mentoring,

where mentors can act as ambassadors for good practice.
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1 Policy statement

Central government websites (including intranets) contain public records that need to
be managed by their creating departments and others who have custody of them.
As public records, some government web resources may be of historical value and
interest and be appropriate for selection and transfer to the Public Record Office.

Records management principles and procedures need to be applied to government
websites in the legitimate interests of all stakeholders. This is for a number of important
reasons:

to support the conduct of public business by ensuring that business requirements
for the capture and management of records are met;

to promote good information management in government (records being an
important subset of public information and records management a vital subset of
information management);

to assure accuracy, authenticity, audit and admissibility of web content and web
based transactions;

to preserve accountability;

to ensure that authentic records can be sustained through time so they are kept for a
period appropriate to their use and importance; and

to support the identification, survival and preservation of website records of

historical and research interest in the national archives.

Implementing the
l'he remainder of this records management toolkit is concerned with practical steps to
implement the policy as regards active records management and sustainability within

departments.

Selection for the national archives will take place within the existing framework of the
Public Record Office’s acquisition policy and thematic/departmental Operational

Selection Policies.







2 About this toolkit

Audience, roles and responsibilities

Website management has often been seen as the preserve of IT specialists,
press/communications functions and librarians. In government, it also needs rigorous
records management input. This is a point that has often been overlooked.

The primary intended audience for this toolkit is records managers in government, web
project managers or IT and information managers with information and records
management responsibilities. Some aspects may be of assistance to business managers.
It assumes a reasonable level of general IT and information literacy but is not written from a
technical IT perspective.

Records managers will need to become involved in systems design, risk management,
surveying, retention scheduling, sustaining through time, exporting to new technological
platforms as well as appraising for archival purposes and in some cases transfer to the Public
Record Office. This requires involvement from a far earlier stage in the records lifecycle than
with paper records. It also means having some involvement in the management of
information that may not be considered as formal records.’

It requires a collaborative approach with IT managers, web project managers,
‘webmasters’/site editors, content providers and general users. It also needs the support of
senior management. Suggestions on how records managers might get involved in website

management and provide added value are in the model action plan in Section 6.

1 This could manifest itself in a variety of different ways according to the organisational placement and remit of the records
management function. The very minimum might be sufficient involvement to ensure the interface between official records in
websites and other content are fully understood and catered for. The other end of the spectrum (and increasingly the most desirable
one) is for a joined up approach to strategic information management including records and document management, embracing

both the content and the technology issues

MANAGING WEB RESOURCES







3 Introduction

Purpose

This toolkit outlines the existence of public records in websites and intranets and is designed
to explain specific requirements for the management of information and records on websites.
[t provides pointers to how this can be achieved effectively even where a website is already up
and running without rigorous procedures already in place.

The toolkit is also designed to complement the Office of the e-Envoy’s Guidelines for UK
Government Websites, which gives guidance on the production of effective websites, their
management, their content and their accessibility.

[t does not replicate the more generic guidance on the management, appraisal and
preservation of electronic records already published by the PRO, nor the e-Envoy's
Guidelines and other documents. References to these and other useful resources are at the
end of this toolkit. Both departments’ guidance documents are all available through their
respective websites an<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>